Prevent Zoombombing

“Zoombombing [...] is when a participant in a class hijacks control of the session and posts or shares
objectionable material on screen for all participants to see. The perpetrator is usually someone who has
no business being in the class but has managed to get hold of the link to the class and joined with a fake
screen name.” For a detailed description and more settings, please visit UH IT’s page:
bit.ly/uhitantizoombomb

A Few Quick Settings
Go to zoom.us and login to your Zoom account in a browser, not the desktop app. Go to Settings in the
left menu:
ZOOJNT\  sowTioNs - PLANS & PRICING SCHEDULEAMEETING  JOINAMEETING ~ HOST AMEETING ,j
Profile Meeting Recording Telephone
Meetings
Schedule Meeting
Webinars
Recordings Host video C) Modified  Reset
Start meetings with host video on
Account Profile Participants video C) Modified Reset

Start meetings with participant video on.
Reports Participants can change this during the
meeting.

Scroll almost all the way down to the bottom of your settings. Make sure that under Who can share?
Host Only is selected. (You can manually change this in session to particular participants as needed, but
a default setting should be Host Only.)

Screen sharing ()

Allow host and participants to share their screen or content during meetings

\ Who can share?

© Host Only All Participants  (7)

Who can start sharing when someone else is sharing?

Host Only All Participants (D

Disable desktop/screen share for users C)

Disable desktop or screen share in a meeting and only allow sharing of selected
applications.

Annotation > C)
Allow participants to use annotation tools to add information to shared screens

It is also a good idea to set Annotations to off to disallow participants to annotate your screen.


https://bit.ly/uhitantizoombomb

